JokyMmeHT npenoctasneH KoHcynbTaHTInN0C

3apeructpuposaHo B MuHiocte Poccnmn 24 maa 2016 r. N 42246

MWHUCTEPCTBO CBAA3U U MACCOBbIX KOMMYHWUKALUMN
POCCUNCKON SEAEPALIUU

NPUKA3
ot 1 anpensa 2016 r. N 134

O BHECEHWM N3MEHEHUI
B KNACCUDUKATOP MPOrPAMM AN SNEKTPOHHbIX BbIYUCIUTENbHbIX
MALLMH N BA3 JAHHbIX, YTBEP}KAEHHbIA NPUKAZOM MUHUCTEPCTBA
CBA3U U MACCOBbIX KOMMYHUKALIMIA POCCUMCKOMN GEAEPALUMU
OT 31.12.2015 N 621

MpuKasbiBato:

1. BHecTn nameHeHua B Knaccudumkatop nporpamm A5 3N1€KTPOHHbIX BbIYMCAUTEIbHBIX MalMH U 633 AaHHbIX, YTBEPKAEHHbIN NPUKa3om MUHUCTepCcTBa
CBA3M M MaCcCOBbIX KOMMYHMKauuii Poccuiickoit deaepaumm ot 31.12.2015 N 621 (3apeructpmpoBaH B MUHUCTepCTBE tocTMLMK Poccunitickont ®eaepaunm 19 despans
2016 r., pernctpaymoHHbii N 41160), usnoxue Knaccudukatop nporpamm Ans 3NeKTPOHHbIX BbIYUCAUTENbHbIX MalWH U 6a3 AaHHbIX B peAakumMu COriacHo
MpunNoXKeHUto K HacToALeMy NPUKasy.

2. HanpaBuTb HaCTOALLMIN NPUKA3 HA rOCYAapPCTBEHHYIO perncTpaumio 8 MMHUCTEPCTBO tocTULmMn Poccuiickoin ®eaepaumu.

MwuHuctp
H.A.HUKNDOPOB

MpunoxkeHune
K NpuKasy MunHucTepcTea CBA3M
N MacCCOBbIX KOMMYHMKaLWIA
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KNACCUDPUKATOP

NPOrPAMM ANA SNEKTPOHHbIX BbIYUC/TUTE/IbHbIX MALLUMH U BA3 AAHHbIX

Poccuitckoit epgepaumm
071 01.04.2016 N 134

N Knaccuoumkartop OnucaHue Knacca nporpamm ana 3BM u 6as gaHHbix | Kog (uncnosoe Kogp, (uncnosoe
n/n obo3HaueHue) obo3HaueHue)
Pasnen Knacc pasgena unm O6uiepoccuinckoro
K/lacca Knaccuoukatopa
nporpamm ans npoAayKuum nNo Bnugam
3BM u 6a3 3KOHOMUYECKOM
OaHHbIX neATeNbHOCTH
1 |BcTtpoeHHoOe 01 62
nporpammHoe 58.29.11
obecneyeHmne
1.1 BIOS 1 nHoe BcTpoeHHoe | Mporpammebl, XpaHaLLMeca B NOCTOAHHOM NaMATH 01.01 62
nporpammHoe 58.29.11
obecneyeHune
1.2 BctpoeHHoe Mporpammbl, XpaHALMECS B MOCTOAHHOW NamATH 01.02 62
nporpammHoe
obecneyeHune
TeNeKoOMMYHUKaLMOHHOT
0 0bopyaoBaHUA
2 |CuctemHoe 02 62
nporpammHoe
obecneyeHune
2.1 OnepauuoHHble cuctembl | KomnneKe nporpamm, ynpasaatoLwmx Kak 02.01 62
58.29.11

annapaTHbIMM KOMMOHEHTaMW, TaK U ApyrumMu
nporpammammu
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2.2 YTunutsl u pansepsol Mporpammel, NpeagHasHayYeHHble ANA peLeHna y3Koro 02.03 62
Kpyra BcromoraTtenbHbIX 3agad (tools) u opraHusaumm 58.29.11
[0CTyna K annapaTtHomy obecneyeHuto (drivers)
2.3 Cpeactea obecneyeHus KomnneKc nporpamm, obecneymsarowmii HageKHoe 02.05 62
061a4HbIX U XpaHeHue 1 ceTeBol (BHeLHMM) A0CTyN K 0buiemy 63.11
pacnpegesieHHbIX nyay KOHGUIYpUpPYyEMbIX BbIHUCANTENbHBIX PECYPCOB 61.10.3
BbIYMCNEHMI, CPeACTBa (AaHHBIX) MK MX NornMyeckoro obbeanHeHUs, 61.104
BUPTYaNM3aumum un abCcTparMpoBaHHOTO OT annapaTHOM peannsauum 61.20.3
CUCTEMbI XpaHeHUA 61.204
OAHHbIX
24 CepBepHoe U cBasylowee |MporpammHoe obecneyeHne, BbiNoNHAOLWEee 02.07 62
nporpammHoe cepBucHble (0b6cnyRunBatowme) pyHKUMK No 3anpocy 63.11
obecneveHue KNIMEHTa, NpeaoCcTaBnAa emy AOCTyN K onpeaeneHHbIM 61.90.10
pecypcam unaum ycnyram u obecneymsatouLee
B3aMMOAENCTBUE MENKAY PA3TNYHbBIMM
NPUIOXKEHUAMMU, CUCTEMAMMU, KOMNOHEHTAMU
(middleware), B TOM uMcne nporpamMmmHbie
nHTepdelicbl (API) ana nHterpaunm cuctem. Takke
BK/ItOYAET B cebs cepBepHOE NporpaMmHoe
obecneyeHune ana nepegaym sngeo no cetam IP -
nporpammHoe obecneyeHune, npegHasHayeHHoe 4Ns
nepesayv BUAEO pasiMYyHbIMK cnocobamm,
BbIMOJIHAOLLLEE TAKXKE U UHbIE 3aa4M, CBA3AHHbIE C
[OO0CTaBKOW BUAEO, B TOM YnC/e ynpaBaeHne 6asamu
OAHHbIX NONb30BaTeNEeN, CUCTEMbI aBTOPU3ALUMN,
WndpoBaHUA BUAEOD, YNPaBAEHMA BUAEOKaMepPaMK,
cBA3ylollee NnporpammHoe obecnedyeHue.
2.5 Cuctemsl ynpasneHuma KomnneKc nporpamm, npegHasHavyeHHbIX 44 02.09 62
6a3amu gaHHbIX OpraHu3aunn 1 BegeHns 6as gaHHbIX 58.29.13
63.11

63.11




2.6

CUCTEMbI MOHUTOPWHIA U
ynpaBneHus

MporpammHo-annapaTHble KOMMAEKCbI,
npeAHasHa4YyeHHble ANA u3mepeHus, cbopa, XpaHeHUA
M aHann3a paboymnx xapaKkTepUCTUK 06beKTOB
ynpaBAsemoi cucTembl ANS OLEHKU ee COCTOAHUS,
BbIABNEHNA HENONALOK, ONOBELLEHUA, YNpaBaeHu s
HaCTPOKaMM U COCTOSAHUEM NPOTPAaMMHbIX U
annapaTHbIX BbIYUCAUTENbHbIX CPeACTB, CETEBbIX
YCTPOWMCTB, GYHKLMOHUPYIOLLMX B PaMKax CUCTEMbI, B
TOM Yncne cpeacTsa ynpasneHns MHGopmMaLNOHHON
6e30nacHOCTbIO

02.11

62
58.29.12
63.11.12

2.7

Cpepactea obecneyeHus
MHPOPMALMOHHOM
6esonacHocTH

Mporpammbl, a TakKe NPOrPaMMHO-TEXHUYECKME
cpeacTea (Cucremsl), obecneunsatowpe
nogaepaHne KOHPUAEHLMANBLHOCTU, LLeIOCTHOCTH,
OOCTYMHOCTU, OTKA30yCTOMYMBOCTU, NOAOTYETHOCTH,
AYTEHTUYHOCTU U AOCTOBEPHOCTU MHPOPMaLIUK UIn
cpeacTs ee 06paboTKM.
BkntoyatoT B cebs:
- CpefcTBa 3alMTbl OT HECAHKLMOHNPOBAHHOTO
poctyna (Next Generation Fire Wall, Unified Threat
Management, Advanced Threat
Protection)/CucTtemsl, no3sonstoume
npeaoTBPaTUTb HECAHKLMOHUPOBAHHbIN AOCTYN K
KOHOUAEHUMANbHOM HbOPMaLLUK
- Cuctembl ynpasaeHmsa cobblTnamm
MHPOopMaLMOHHOM be3sonacHocTu (Security
Information and Event Management -
SIEM)/CucTtembl, OpMEHTUPOBAHHbIE Ha BbiiBNIEHME
M NpenoTBpalLeHne KubepaTak Ha X PaHHUX
CTaamAX, 3a CYET aHa/IM3a B PeXMMe peasibHoro
BPEMEHW AaHHbIX KOopnopaTuBHon UT-
NHPPACTPYKTYPbI C Liebio onpeaeneHuns
NoTeHUMabHbIX Yyrpo3 6e30NacHOCTH
- MexceTeBble aKkpaHbl (Next Generation FireWall,

02.13

62
63.11.19




Unified Threat Management,
Firewall)/MporpammHoe obecneyeHue,
OCyLLeCTBAAOLWEe KOHTPOb U GUALTPALNIO
NPOXOAALLMX Yepes Hero ceTeBbIX NaKeToB B
COOTBETCTBUM C 3aAaHHbIMW NpPaBUAaMu

- Cpeactea GUNbTPALMM HEFAaTUBHOIO KOHTEHTA
(Web Filter, Content Filter, Spam Filter)/Cuctemel,
no3Bo/iAOLLME YNPaBAATb AOCTYNOM K Pa3ANYHbIM
KaTeropusam se6-caiiToB, ANA orpaHUYeHUs
onpefeneHHOro HeXKenaTe/IbHOro KOHTEHTa,
CMCTEMbI 3aLLMTbI OT CNama M HexKenatebHoN
KoppecnoHaeHuun

- CUcTeMbl 3alLUTbI CEPBUCOB OHAAMH-NAATEXKEN U
AWCTAaHLUMOHHOrO 6aHKOBCKOTO 06CYKNBaAHMUA
(Fraud Management)/Cucremsl, npegHasHayeHHble
ONA BbIABNEHUSA, aHaAN3a U NPeaoTBpaLleHNs
MOLLIEHHNYeCcTBa

- CpeacTsa aHTUBMPYCHOM 3alwmTbl/Mporpammel,
npegHasHadeHHble Ana obHapy»KeHua/nepexsara u
o06e3BpeXKMBaHUA BpeAOHOCHOrO NPOrpammMHOro
obecneyeHns KaK B NaMATU YCTPOICTBA, TaK 1 BO
BxoadAwem/ucxoasaiem Tpadpumke

- CpepacTsa BbifiBAeHMA LeneBblx atak (Web
Application firewall, Advanced Threat Protection,
Deep packet inspection, Intrusion
detection/prevention system)/Cucremel,
npeaHasHaYeHHble A1A 06Hapy»eHUa aTak (B Tom
uyncne DDOS) Ha KOHKPETHYIO OpraHU3aLuio, CTpaHy
WAV MHAYCTPUIO C LIENIbIO KPaXKU AaHHbIX,
NoJlydeHMsA KOHTPOASA Ha pecypcamu nam
610KMpoBaHMA UX paboTbl. Cpeactsa
NPOTUBOAENCTBMA TAKUM aTaKaM.

- CpeacTBa rapaHTMPOBAHHOMO YHUUTOMXKEHMSA
AaHHbIx/MporpammHbie cpeacTsa, MCMo/b3ytoume




cneumasnbHble METOAMKN MHOTOKPATHOM
nepesanuncu onpeaeneHHbIMM NATTEPHaAMK, ANA
MWUHUMM3ALUN BEPOATHOCTU BOCCTAHOBNEHMA
nHbOopMaunm c HocuTenel Ha 6ase HDD.
OrpaHU4YeHHO NpMMeHUMbI K SSD

- CucTemMbl NpefoTBpaLLEHMA yTeueK MHbopMaLUn
(Data Leak Prevention)/Cucremsi,
npeAHasHa4yeHHble 414 NpeaoTBpaLLeHNs
pacnpocTpaHeHnsa KoHpUaeHLUMaAbHON
MHbOPMaLUM U3 MHPOPMALLMOHHOM CUCTEMDBI
BOBHe

- CpeacTBa Kpuntorpadmnyeckom 3alumnTbl
nHdopmaunn 1 aneKkTpoHHoM nognucu/CpeacTsa,
npeAHasHayeHHble 414 3aLlnThbI
KOHOUAEHUMANbHOCTH, LENOCTHOCTU U
ayTEHTUYHOCTM AAHHBIX, 418 GOPMMUPOBAHMA U
NPOBEPKM 3NEKTPOHHON NOANUCH, a TaKKe
ynpaBieHuA KN4YeBon MHPopMaLMelt, BKAOYan
KJIHOUYM /IEKTPOHHOM NOAMNUCK U KNHOUM MPOBEPKU
3NEKTPOHHOWN MNOAMMUCU; CUCTEMBI,
npeAHasHayeHHble 411 U3rOTOBNEHUS
CcepTUPUKATOB OTKPbLITLIX KAKOYEN M yNpaBaeHNs
UMUK (aHHYIMPOBAHME, NPUOCTAHOB/EHME,
BO306OHOB/NEHWE), BKNtOYAA CNyKebHble GyHKUNK
(ynpasneHue cnuckamm cepTudUKaTos,
NoATBEPKAEHWNE CTAaTYCOB CEPTUPUKATOB OTKPbLITHIX
K/JtOYEeN, CEPBUCHI AOBEPEHHOTO BPEMEHMU)

- CucTembl ynpaBaeHus 4OCTYNOM K
nHbopmaumoHHbIM pecypcam (ldentity and Access
Management, Application Firewall)/CoBokynHocTb
NPOrpamMMHO-annapaTHbIX TEXHUYECKUX CPEACTB
6€30NacHOCTU, UMEIOLLMX LeNIbio OrpaHUYeHME U
perucTpaumio AocTyna K pecypcam
MHGOPMALMOHHOM CUCTEMBI




- CUcTeMbI pe3epBHOTro KOMMPOBaHMUSA
(backup)/Mporpammbl, obecneunsatoLme
CO3JaHue KOMUM AaHHbIX HAa HOCUTENE (3 KecTKoM
AVCKe, AUCKETE U UHbIX HOCUTENSAX) U
npegHasHauyeHHble A4/18 UX BOCCTaHOB/IEHUA B
OPUIMHANLHOM UM HOBOM MECTE B C/TyYae nx
MOBPEXKAEHUA U YTPaATbI

3 |CpegctBa 03 62
pa3paboTku
npoOrpammHOro
obecneyeHus
3.1 Cpeactsa NoAroToBKM MporpammHble cpeacTBa, NepeBogALIMNe TEKCT 03.01 62
MCNONHUMOTIO KoAa Nnporpammbl Ha A3blKe BbICOKOIO YPOBHA B Habop 58.29.14
MHCTPYKLMIA Ha MaLLMHHOM f3biKe (accembnepbl,
TPAHCNATOPbI, KOMIUAATOPBI, UHTEPNPETATOPSI,
peflaKTopbl CBA3EM)
3.2 CpeacTtBa BepcnoHHoro | Mporpammel, NO3BOAAOWME XPAHUTb HECKOIbKO 03.03 62
KOHTPO/A UCXO4HOrO BEPCUI O4HOMO 1 TOFO XKe AOKYMEeHTa U npu 58.29.14
KoAa Heobxo0AMMOCTN BO3BPALLLATLCA K 6bosiee paHHUM
BEPCUAM U ONpeaenAaTb, KTO U Korga caenan 1o unm
NHOE N3MEHEeHUe
33 Bubnnotekn KomnnekT cpencts pa3paboTku, KOTOpbIN no3sonseTt 03.05 62
nognporpamm (SDK) pa3paboTumnKy nporpammHoro obecneyeHumn 58.29.14
€03/4,aBaTb NPUIOKEHUA 414 ONpeaeNeHHOro nakeTa
nporpamm uam naatGopmbl
34 Cpeabl pa3paboTku, MHTerpupoBaHHbIE NPOrPAMMHbIE CUCTEMDI, 03.07 62
TECTUPOBAHMA N OTNAAKM | BKAKOYAIOLLME CNeLmnanm3mMpoBaHHOe NporpammHoe 58.29.14

obecneyeHune, NnpoLeaypbl U OKYMEHTI,
HeobxoaMmble ANa pPa3paboTKM NPOrpamMmMHOro
obecneyeHunsn




3.5

Cucremol aHanmsa
MCXOAHOro Koaa Ha
3aKNagkn n yassumMmocCTtu

Cuctembl ayguTa 6€30MacHOCTM UCXOAHOIO Koaa ¢
MCMNoab30BaHWEM aBTOMATM3NPOBaHHbIX CPEACTB U
py4yHOM 06paboTKKM AaHHbIX

03.09

62
58.29.14

MNpuknagHoe
nporpammHoe
obecneyeHune

04

62
58.29.21

4.1

MpuknagHoe
nporpammHoe
obecneyeHue obuiero
HasHayeHun

MpuKnagHble NPorpammbl, NpeAHasHaYeHHble AN

BbIMOJIHEHWNA PA3/IMYHbIX 33434,

BkntoyatoT B cebs:
- MynbTMmMeANMHOE NPOrpammHoe
obecneyeHne/Mporpammsl, obecneumsatowme
npeacTasneHne MHGopMaLMn B BUAE 3BYKa,
AaHMMMNPOBAHHOM KOMMNbIOTEPHOM rpaduKM,
BMAeopAaa

- NMnaruubl (plug-in)/He3asncMmo KoMnuanpyemblii

NPOrpamMmHbI MOAYAb, AMHAMUYECKU
NOAKAYAEMbI K OCHOBHOM Nporpamme u
npeAHasHaYeHHbl ANA paclunmpeHns ee
BO3MOXXHOCTEW

- Urpbl 1 pasenedeHns/Mporpammoi,
opraHusyloLme Urposoit npouecc (gameplay),
CBA3b C MAPTHEPAMM MO Urpe, AN CamK
BbICTYMNatoLLMe B KaYecTBe NapTHepa

04.01

62
58.29.21
58.29.29

4.2

OduCHbIE NPUNOKEHUA

Mporpammsl (NPUNOKEHUA), NpeaHa3HaAYeHHble ANA

06paboTKKN 3N1EKTPOHHbIX JOKYMEHTOB 1 APYroi
nHpopmaumm (productivity software). BkaoyatoT B
cebs:
- daiinosble meHeaxepbl (File
Manager)/Mporpammsl (MpuaoskeHus),

no3sposAwoWwme co3naBaTtb, yaanAaTb, KONNPOBATb U
nepemewaTtb d)aﬁl'lbl B AOCTYMNHbIX NO/1b30BATENO

04.03

62
58.29.21




XpaHuanwax dainos

- KommyHMKaunoHHOe nporpammHoe
obecneyeHne/Mporpammsl, obecneumsatowpe
KOMMYHMKaLUMKN NONb30BaTeNeN, B TOM YMC/E B
BM/E FOIOCOBbIX U BUAE03BOHKOB, 0OMeHa
TEKCTOBbIMU COOBLWEHNAMM, dalinamu,
3NEeKTPOHHbIMM NUCbMaMM

- OducHble nakeTbl/COBOKYNHOCTb
B3aMMOCBSA3aHHbIX NPOrpaMm (NPUIOKEHWI) C
YHUOULMPOBAHHBIM MHTEPdENCOM,
npeaHasHa4yeHHbIX AN CO34aHMNA, NPOCMOTPA U
penaKTUPOBAHUA NEKTPOHHbBIX OKYMEHTOB

- NoyuTtoBble npunoxeHus/Mporpammei,
obecneumnBatowme AOCTYN NONb30BATENA K €70
MOYTOBbIM ALLMKAM C y4ETOM pPasrpaHUYeHUs Npas,
KOTOpble MO3BOJIAKOT NOJy4aTb, CO34aBaTb,
NPOCMATPMBATb, PeAAKTUPOBATbL, OTNPABAATL U
XPaHUTb COOBLLEHMA 3/TEKTPOHHOM NOYTbI

- OpraHaiisepbl/Tporpammbl (MPUNOKEHNS),
npeaHa3HavyeHHble 414 OpraHM3auumn nHGopmaumum
O /INYHbIX KOHTAKTaX, 3a4a4ax U cobbITUAX
nosib3oBaTens

- Cpeactea npocmoTpa/Mporpammbl
(npnnoxkeHus), npegHa3HAYeHHble TONbKO AA
npocmoTpa ¢alinoB (3NEKTPOHHbIX JOKYMEHTOB)
- bpaysepsbl/Mporpammsl (MPUOKeEHUSA),
npeaHasHavyeHHble 414 B3aMMOAENCTBUA
No/Ib30BaTeNA C yA3NEeHHbIMU (MW NOKAIbHBIMM)
pecypcamm MHPopMaLMOHHOM ceTh NHTepHeT B
CoOTBEeTCTBMM co crneumduraumamm W3C

- Pepaktopbl MynsTumeana/lMporpammei
(npunoxkeHus), npegHasHayeHHble 41A CO34aHusA,
NPOCMOTpPa U peaaKTMPOBaHUA MHPOPMALUK B
BMAe rpaduKm, 3ByKa, aHUMMPOBAHHOM




KOMMbOTEPHOM rpadurKu, Buaeopsa

- PepaKkTtopbl npeseHTaumii/Mporpammei
(npunoskeHunsa), npegHasHayeHHble A4NA co3aaHus,
NPOCMOTPA, PeAaKTUPOBaAHUA N AEMOHCTPaL MM
MynbTUMeAManpeseHTaumi (cnang-punbmos),
COCTOALUMX U3 HECKOIbKMX CNaiiaoB, Ha KOTOPbIX
pa3MeLLLatoTCA TEKCTbI, PUCYHKK, Tabanupbl,
rpaduKm, guarpammbl n apyras MHGopmauma

- TabanuHble pegaktopbl/Mporpammbl
(npunoxkeHua), npeaHasHavyeHHble ANA CO3AaHuA,
NPOCMOTPA U PEAAKTUPOBAHUA SNEKTPOHHbIX
Tabauy,

- TeKkcToBble pegaktopbl/Mporpammsi
(npunoxkeHua), npeaHasHavyeHHble ANA CO3AaHuA,
NPOCMOTPA M PeaKTUPOBaAHMA TEKCTOBbLIX paiinioB

4.3

NMowvckoBble cucTembl

MporpammHble CUCTEMbI MOMCKA TEKCTOBOW,
rpaduyeckoit n gpyro MHPopmaLmn B TOKabHbIX,
KOPMNOPATMBHbIX M MHbIX XPaHUAULWAX. B Tom uncne
KOHCY/1IbTaLLMOHHO-UHPOPMALMOHHbBIE CUCTEMDI
NMOMCKa 1 NPocmMoTpa MHbopMaLmm B
cneumannsnpoBaHHbIX MHOrOOTpac/ieBbix 6asax
OaHHbIX

04.05

62
58.29.29

4.4

JIMHrBMCTUYECKOE
nporpammHoe
obecneyeHune

KomnbloTepHble NporpaMmbl, obecneunsatowme
aHanuns, 06paboTKy, XpaHEeHNE N MOUCK ayANOAAHHbIX,
pucyHkoB (OCR) 1 TEKCTOB Ha eCTeCTBEHHOM A3bIKe.
BkatouatoT B cebs:
- Napcepbl 1 CemaHTMYECKUE
aHanmnsaTopbl/CUCTeMbI aHaIM3a TEKCTOB Ha
eCTeCcTBeHHbIX A3blKax C BblaefeHnem
CUHTaKCUYECKUX CTPYKTYP B NPEANONKEHNAX NN
BblAENEHNEM CEMaHTUYECKMX OTHOLLEHUIA MeXKay
3N1eMeHTamm TeKCTa 1 0bLWero cMbic/ia TEKCTOB

04.07

62
58.29.29




- Cuctemsl peyeBoro nepesoga/CucTembl aHaNU3a,
CMHTE3a 1 ro/10COBOrO NepeBoa

- Cuctembl pacnosHaBaHus cMmBosioB/Mporpammel,
no3BoJiIAOWME NepPeBoANTb M306pakeHUA
[OoKyMeHTOB (poTorpaduit, pesynbratos
CKaHupoBaHua, PDF-¢dalinoB) B 3/1eKTPOHHbIE
pefakTupyemble Gopmatbl

- CucTemMbl pacno3HaBaHMA U CUHTE3A
peun/Mporpammsl NpeobpasoBaHUA peyeBoro
CUTHANA B 3/IEKTPOHHbIE peaakTupyemble popmarsbl
M CMHTE3a PEeYeBOoro CUrHassa Ha OCHOBE JaHHbIX
3N1EeKTPOHHOTO peaakTupyemoro ¢popmara

- CucTeMbl aBTOMATU3NPOBAHHOTO
nepesoga/Cuctembl aBBTOMaTU3NPOBAHHOIO
nepeBoAa TEKCTOB M AOKYMEHTOB Pa3HbIX
dopmartos

- AneKTpoHHbIe cnosapun/CnosBapb B 31€KTPOHHOM
dbopme gna NoncKa 3HaYeHMA UK NepeBosa C/I0B U
C/10BOCOYETAHUM

- CucTembl NpoBepKu npasonucaHus (spell
checker)/Cuctembl noncka opdorpadpuyeckmx
OLWMOOK B 3/1EKTPOHHbIX TEKCTaX

4.5

Cnctembl ynpasneHun
npoeKTamm,
nccnenoBaHUAMM,
pa3paboTKoil,
NPOEKTUPOBAHMEM U
BHeApeHnem

CucTembl, NpegHasHaYeHHble g5 NOALEPKKU
YKU3HEHHOTO UMKIa NPOEeKToB. BKntoyatoT B cebs:

- Cuctembl ynpasneHua npoektamu/MporpammHoe
obecneyeHne ynpaBneHMa NpoeKTamu,
nopTdensmm 1 nporpaMmmamm NpPoOeKToB.
PeanusyeTt GpyHKLMM NNAHMPOBAHUA M aHAIM3a
3$PEKTUBHOCTM NPOEKTOB, YNPaBAEHUSA Pecypcamm
1 GUHAHCaAMM NPOEKTOB, KOHTPO/IA peanm3aLmm
MPOEKTOB, YNPaBAEHUSA PUCKAMMU U USMEHEHUAMM B
NPOoeKTax, ynpaBaeHMsa KOMMYHUKaLUAMU,
aBTOMaTU3aLUMM NOCTPOEHMA KOHCONNANPOBAHHOM

04.09

62
69
71.12
70.22.2




OTYETHOCTW.

- CucTeMbl yNpaBaeHUA KU3HEHHbBIM LMKIOM
nsgenus (PLM)/YHusepcanbHble
MalnHOCTpOUTENbHbBIE CUCTEMBI
aBTOMaTU3NPOBAHHOro nNpoeKkTuposaHua (MCAD),
CneunannsnpoBaHHble OTPACNEBbLIE CUCTEMDI
aBTOMATU3MPOBAHHOIO NPOEKTUPOBAHMA Ha base
yHuBepcanbHbix (CAD), Cuctembl
aBTOMATU3MPOBAHHOIO NPOEKTUPOBAHMA ANA
PaAMO3NEKTPOHUKM U INeKTpOoTeXHUKM (ECAD,
EDA), Cuctembl MHKeHepHoro aHanmsa (CAE),
Cuctembl ynpassiieHns obopyaoBaHUEM C
YMCNOBbLIM NPOrPaMMHbIM ynpasaeHuem (CAM),
CucTeMbl TEXHONOTNYECKOW NOATOTOBKM
npoussoactea (CAPP), Cuctembl ynpasneHun
WHXXEeHEepPHbIMKU AaHHbIMK 06 n3genun (PDM),
NHTerpnposaHHble cnctemol MCAD/CAM/CAE/PDM
- Cuctembl MHPOPMALIMOHHOTO MOZENNPOBAHMUA
34aHUIA U coopyKeHuit (BIM)/ApXUTeKTypHO-
CTpouTenbHoro npoekTnposaHus (AEC CAD),
NPOEKTUPOBAHMUA U pacyeTa CTPOUTEbHbIX
KOHCTPYKLMI 30aHUIA U COOPYHKEHUN,
3NEKTPOTEXHUYECKOTO NPOEKTUPOBAHMA,
NPOEKTUPOBAHUA TEXHOOTMYECKMX
Tpyb60oNpoBOAOB M YCTAHOBOK, NPOEKTUPOBAHUA
BHYTPEHHEro BOAOCHAOKEeHMs, KaHaM3aLmm,
OTOMNEHNA N BEHTUAALNK, NPOEKTUPOBAHMA
reHnAaHa, UHXeHepPHbIX ceTeil U 06bEKTOB
NHPPACTPYKTYPbI, NPOEKTUPOBAHUA MOCTOB,
aBTOMODOUABHBIX U XKee3HbIX A0POT,
MarmcTpasbHbIX MPOAYKTONPOBOA0B, KafacTPOBOrO
yyeTa CTPoUTEeIbHbIX 06 EKTOB, MPOEKTUPOBAHMA
OpraHM3aunn CTPOMTeNbCTBA, MPOM3BOACTBA PaborT,
NAAHNUPOBAHMA U CMETHbIX PaCYeToB, yNpaBAeHUs




NPOEKTHbIMM AAaHHbIMW, CNPABOYHUKU
HOPMaTMBHO-TEXHUYECKOMN LOKYMEHTaLMM U 6a3bl
0bopynoBaHUA, U3LeNU U MaTePUANoB

4.6

Cuctemol ynpasneHuma
npoweccamu
opraHusauum

Cuctembl, NpegHasHa4YeHHble AN1A NoAAePKKM
YKM3HEHHOrO UMK/a opraHusauum. Bkatoyatot B cebs:

- Cuctembl ynpasaeHma BUsHec-npoLeccamu
(BPM)/MNporpammHoe obecneyeHue,
npegHasHavyeHHOe N8 ynpaBaeHus
COBOKYMHOCTbO B3aMMOCBA3aHHbIX MEePONPUATUIA
WM 33434, HAaNPaBAEHHbIX HA CO34aHue
onpeAeneHHOro NpoayKTa Uan ycayrn gns
notpebutenei

- CUCTembl ynpas/ieHNs NPON3BOACTBEHHbIMM
npoueccamu (MES, LIMS u apyrune)/MES-cuctemsi,
npegHasHayeHHble ANA peleHna 3a4au
CMHXPOHM3aLLNK, KOOPAMHALNM, aHAIN3a U
ONTMMM3ALMK BbINYCKA NPOAYKLMN B paMKax
Kakoro-nmbo npoussoacTea. LIMS cuctembl,
onTuMmmnsmnpytowme cbop, aHanus, BO3BpPaT U
OTYETHOCTb 1abopPaTOPHbIX AAHHbIX

- CUCTembl yNpaB/ieHNs TEXHOIOTMYECKMMM
npoueccamu (ACY TN, SCADA cuctembl)/KomnneKkc
TEXHUYECKUX U NPOTrPAMMHbIX CPEACTB,
npegHasHavyeHHbIX /15 aBTOMATM3aLuuK
ynpaB/iieHMa TEXHOOrMYeckMm obopyLoBaHNEM HA
NPOMbILIEHHbIX NPeAnPUATUAX

- Cuctembl ynpasneHna adppeKTUBHOCTbIO
npeanpuatna (CPM/EPM/Cuctembl NoaaepHKu
UMKAa ynpaBaeHUa npegnpuatmem, B TOM YMC/IE B
YyacTn GMHAHCOBOWM KOHCONMAALMMU, NOATOTOBKM,
MOHMUTOPWHTA, aHaNM3a M OLEeHKMU GUHAHCOBOW U
ynpaB/ieHYeCKOM OTYETHOCTHU, CTPATErMYECKOro
NAaHWUPOBAHUA N NPOrHO3MPOBaHMA,
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6104 KETUPOBAHMA, YIPABAEHUA GUHAHCOBLIMM
PUCKaMM, COracoBaHUA AaHHbIX U pacyeTa
6anaHcoB, MOAENNPOBAHMA U ONTUMMU3ALMUM
NPUBbLINBHOCTH

- CucTembl ynpasaeHmna oCHOBHbIMM GOHAAMM
npeanpuatua (EAM)/MporpammHoe obecneyeHue,
peanusyloliee HenocpeacTBeHHOE
AAMUHUCTPUPOBAHME U SOKYMEHTANbHOE
COMPOBOXAEHNE KOMMNEKCA MMYLLLECTBEHHbIX
OTHOLIEHMWI OpraHu3aLmm, B TOM Yyncie
NNIaHMPOBAHME U CBOEBPEMEHHOE obecneyeHune
NpPOM3BOACTBA U/UAW OpraHMU3aLmMm BCEMU BUAAMM
MaTepuasibHbIX U SHEPreTUYECKMX PECYPCOB,
yrnpaBaeHue IOrTMCTUYECKMMM NMpoLeccamu, a
TaK)Ke aHaNu3, NIaHMPOBaHNE U ONTUMM3ALLUIO
CKNAZCKMX 3aNacoB B COOTBETCTBUM C LLEJIAMU U
6uM3Hec-npoLeccamm opraHnsaLmm

- Cuctembl PUHAHCOBOTO MEHEAKMEHTA,
yrnpaBaeHusa akTMBaMM U TPYLOBbIMKN pecypcamm
(ERP)/KomnneKc nporpamm, obecneymnBaroLLmii
HenpepbIBHYO 6aAHCUPOBKY Y ONTUMMU3ALMUIO
pecypcos npegnpuaTma

- CUCTeMbI 3/1eKTPOHHOIO AOKYMEHTO060opOoTa
(EDMS)/MporpammHble KOMNOHEHTbI YyipasBaeHuA
Pa3NINYHBIMU BUAAMU SOKYMEHTOB obecneynsatoT
C034aHue, U3SMEHEHWNE, XPaHEHWE, Nepeaayy,
0b6MeH, cornacoBaHue, B TOM YMUCIE MEXAY
Pa3INYHbIMKM CYObEKTaMM, MOUCK LOKYMEHTOB Ha
NPOTAXKEHWUU BCETO UX }KMU3HEHHOTO LUUKAA: OT
€034aHWA [0 UX YHUUTOXKEHUA

- CucTembl ynpaBaeHmA OTHOLWEHUAMM C
kKaveHtamm (CRM)/MporpammHble NPoayKTbI,
aBTOMATM3MpYoLWMe NpoLeccobl 06CNyKMBaHUA
KnuneHToB (call-ueHTpbl), cbop AaHHbIX,




nAaHWpoBaHue, bloaKeTUpoBaHMe, NPOBEAEHNE U
aHaNN3 pe3yNbTaTOB MAaPKETUHIOBbLIX KAMMAHWUI K
NPOrpamm NOSNbHOCTH, @ TaKKe N03BOAsOWME
KOHTPOIMPOBATL NPOLLECC NPOAAXK U
aHaIN3MPOBaTb UX SUHAMUKY

- Cuctembl ynpasneHuna UT-cnyxboi, UT-
NMHopacTpyKTypoi n UT-aktneamm (ITSM-
ServiceDesk, SCCM, Asset Management)/Komnnekc
nporpamm, obecneunBaroLmx ynpasneHune UT-
ycayramm

- Cuctembl ynpaBneHus cogepkumbim (CMS),
CalTbl M NopTanbHble peweHuns/Mporpammsi,
obecneunBatome NPoLLECC COBMECTHOTO
€034aHWA, peaakTUPOBaHWA U yNpaBieHUs
KOHTEHTOM

- CUCTeMbl 3/1eKTPOHHOM KoMMmepunn (ecommerce
platform)/Mporpamma ana co3gaHua 1 ynpasieHuns
WMHTEPHEeT-MarasuHoMm, NpeaoCcTaBAAIOLLAA BECb
Habop GYHKLUMIA ANA OpraHM3aunmM UCTaHLMOHHOM
Toprosau B cpepax B2C n B2B

4.7

Cuctembl cbopa,
XpaHeHus, 06paboTKku,
aHanusa,
MOENIMPOBaHNA U
BM3Yyann3aLnm MaccmBoB
AaHHbIX

MporpammHble cnuctembl, obecneuymnsatowme cbop,
XpaHeHue, 06paboTKy, aHaNN3, MOLEIMPOBAHME U
BM3YyaN3aLMIO PA3/IMYHbIX MAaCCUBOB AaHHbIX.
BkntouatoT B cebs:
- Cuctembl 06paboTkM Bonbmnx JaHHbIX
(BigData)/CoBOKynHOCTb NPOrpammHo-annapaTHbIX
CPeACTB, NpeAHa3HaYeHHbIX A/1A U3BJIeYeHUs
BOCMPUHUMAEMbIX YE/TOBEKOM CBEAEHW, B
pesysibTaTe 06paboTKM OrPOMHbIX 06bEMOB
[AaHHBIX, MOCTYNAOLLMX C BbICOKOM CKOPOCTbIO, NpU
YC/I0BUM MX 3HAUYUTEIbHOrO MHOro06pasus.
- Cuctembl 6usHec-aHanusa (Bl)/Mporpammbi,
OpUEHTUPOBaHHbIe Ha 06paboTKy HoNbLINX
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06bEMOB HECTPYKTYPUPOBAHHbIX AaHHbIX C LEe/blo
obneryeHma nx MHTepnpeTaumn, B TOM Ymcne
WMHCTPYMEHTbI U3B/1IeYEeHMA U TpaHchopmaumum
AaHHbIX (ETL), npeameTHO-0pUEeHTUPOBAHHbIE
MHbOopMauUMoHHble 6asbl gaHHbIX (EDW), cpeacTBa
aHaNUTUYeCKoM 06paboTKM B peasibHOM BpeMeHuU
(OLAP), nHTeNNeKTyanbHOTo aHanM3a gaHHbIx (Data
Mining), dopmunpoBaHMa OTYETOB, rPadMKoB,
ANarpaMmm 1 UHbIX BU3yanbHbIX GOPM, NoAAEPHKKM
NPUHATUA pewweHnii (DSS)

- CUCTEeMbI KOHTPOJIA KayecTsa, 06paboTku,
aHa/n3a u MHTepnpeTaLmm reoaoro-
reopusnyecKkmx gaHHbIX, CUCTEMbI reoPpU3NYECKOro,
reo0rM4eckoro 1 ruapoanHaMmnYeckoro
MOAE/IMPOBaHUSA, CUCTEMbI NJAHUPOBAHMA
reopmsnYecKom CbeMKU

- CMCTeMbl MaTEMATUYECKOTO U MMUTALMOHHOTO
MmoaennposaHuna/Cuctemol, npeaHasHaYeHHble ans
MMUTALMM NpoLecca GyHKLMOHMPOBAHUA
pas3NYHbIX 34NN U CUCTEM, MOAENNPOBAHUSA
paboTbl 3N1EKTPOHHbIX YCTPOWUCTB

- CucTembl ynpaBneHna MHGOPMaLNOHHbIMM
pecypcamm 1 CUCTEMbI YNPaB/Ie@HUA OCHOBHbIMMU
AaHHbiMmK (ECM, MDM)/CamocTosaTenbHble
NPOrpammHble KOMMNOHEHTbI, NpeAHa3HaYeHHble
ONA NOAAEPKKN KU3HEHHOIO LMKAA
CTPYKTYPUPOBaAHHOM, CNaboCTPYKTYPUPOBAHHOM U
HECTPYKTYpMpPOBaHHOW MHPOPMaLMK (KOHTEHTA)
pa3NnYHbIX TUMNOB 1 popmaToB

4.8

NHbopMaUUOHHbIe
CUCTEMbI AN1A pelleHna
cneundpuryecKkmx
oTpacneBbIX 3a4au

npOFpaMMHble cncrembl cneymnaimampoBaHHOIo
VIHd)OpMaLI,VIOHHOI'O obecneyeHus rocygapCrtBeHHOro
ynpasaeHna, XNanwHo-KoOMMyHa/1bHOro X038ICTBa,
cou,maanoﬁ 3alnTbl N obecneveHus HOPM TpyAa,
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3/ paBOOXpaHeHus, obecneyeHns 6€30nacHOCTH,
BMAEOHAbN0AEHNS U KOHTPOJIA A0CTYNa, 060POHHO-
NPOMbILLIEHHOrO KOMMNAeKca, 0bpa3oBaHus,
Npon3BOACTBa M MALLUMHOCTPOEHMUS, PaANOYACTOTHOM
naeHTUbUKaLMm, NPOMbIWAEHHOCTM, CTPAXOBaHWMS,
CTpOUTENbCTBA, TENEKOMMYHUKaUU (BKAtoyas IP ATC)
n CMMW, Toprosamn, TpaHCNopTa 1 NepeBo30K,
¢dMHaHCOB M BAHKOBCKOrO CEKTOPa, SIHEPrETUKM U
HedTerasoBoW O0Tpac/u, pPUCNPYAEHUUMY,
dbapmaLEeBTUKM, PEKNAMbI, TOCTUHWUYHOTO U
TypucTuyeckoro busHeca

4.9

lreonHdpopMaLMOHHbIE U
HaBWraLMOHHble
cuctembl (GIS)

Cucremsl cbopa, xpaHeHuWs, aHann3a 1 rpaduryeckoi
BM3YyaaM3aLMM NPOCTPAHCTBEHHbIX (reorpapuyeckmx)
[AaHHBIX U CBA3AHHOM C HUMMU MHGOPMALLUM O
HeobXoAMMbIX 06bEKTAX, B TOM YMC/E CUCTEMDI
NO3UUNOHMPOBAHMUA B PEXMME PEANBbHOIO BPEMEHM
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